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A Distributed Robust Economic Dispatch
Strategy for Integrated Energy System
Considering Cyber-Attacks

Bonan Huang, Yushuai Li

Abstract—Distributed algorithms are increasingly being
used to solve the economic dispatch problem of integrated
energy systems (IESs) because of their high flexibility and
strong robustness, but those algorithms also bring more
risk of cyber-attacks in IESs. To solve this problem, this ar-
ticle investigates the distributed robust economic dispatch
problem of IESs under cyber-attacks. First, as the first line
of defense against attacks, a privacy-preserving protocol
is designed for covering up some vital information used
for economic dispatch of IESs. On this basis, a distributed
robust economic dispatch strategy is presented to achieve
the energy management of IESs in the presence of misbe-
having units, which consists of a neighbor-observe-based
detection process and a reputation-based isolation pro-
cess. The proposed strategy is implemented in a fully dis-
tributed fashion and possesses strong robustness against
various colluding and noncolluding attacks. In addition, the
strategy can not only ensure the reliability of information
transmission among energy units, but also solve the prob-
lem of incorrect measurement of distributed local load data
caused by cyber-attacks. Finally, the effectiveness of the
proposed strategy is illustrated by simulation cases on a
39-bus 32-node power—heat IES.

Index Terms—Cyber-attacks, economic dispatch (ED),
fully distributed control, integrated energy system (IES),
noncolluding attacks.

[. INTRODUCTION

ITH the aggravation of environmental pollution and
energy crisis, the research on integrated energy systems
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(IESs) has received extensive attention from the scholars and
governments around the world [1]. In recent years, various fun-
damental problems of IESs have been extensively investigated,
one of which is the economic dispatch (ED) problem [2]-[5]. It
studies how to allocate multienergy units under the premise of
meeting system safety constraints and operating constraints, so
as to minimize the system operation cost [6]. In the past decade,
two categories of methods have been proposed to solve the ED
problem of the IES, i.e., centralized and distributed methods.
The centralized methods have the certain advantage in solving
efficiency. However, these kinds of methods suffer from high
communication cost [7], single-point failure sensitivity [8], and
poor privacy [9].

Asapromising way, the distributed methods can use the sparse
communication network structure to realize the decentralized
cooperation of each component in the network with better
robustness [10], flexibility [11], and privacy [12]. However,
these methods may increase the vulnerability of communication
networks caused by attackers as well as the lack of central
authority, which monitors the behaviors of all the units. Further-
more, with the increase in the number of distributed sensors and
controllers, the transmission of measurement information and
decision information in communication networks has become
more frequent; meanwhile, the degree of cyber-physical integra-
tion of the IES has gradually deepened. If the communication
network of the IES is maliciously attacked, it may cause a chain
reaction of its physical network to affect the normal operation
of the IES [13]-[15].

Recently, there has been increasing interest in studying the
effects of different cyber-attacks within the context of power
systems, which mainly contain denial of service (DoS) attacks,
false data injection (FDI) attacks, and replay attacks [16]. Those
malicious attacks spreading in the communication network may
damage the economic and safe operation of the system and
even result in crippled energy supply [17]. To address this issue,
various strategies have been proposed to protect the distributed
energy management of the system from cyber-attacks [18]-[28].
For example, with regard to FDI attacks, its effect on ED was
investigated in [18]. On the basis of [18], the attack detection
and solution strategy were proposed in [19]. Literature [20]
investigated a technique for dynamic FDI attack detection,
which integrates spiking neurons with the delayed feedback
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reservoir computing. This technique can achieve a significantly
better performance compared to existing techniques. Moreover,
literature [21] integrated a physical model that captures ideal
measurements with a generative adversarial network, which
captures the deviations from ideal measurements to accurately
recover the state estimation data manipulated by FDI attacks.
For DoS attacks, a model based on machine learning to detect
smart grid DoS attacks was proposed in [22], and the principal
component analysis and support vector machine algorithms are
used to improve the accuracy of attack detection. In addition, a
robust method based on mixed-integer linear programming was
investigated in [23] to mitigate the effect of DoS attacks. In recent
years, event-triggered control [24], self-triggered control [25],
and other robust control strategies have also been gradually ap-
plied to resist DoS attacks. Regarding replay attacks, a detection
method based on causal countermeasures against replay attacks
was proposed in [26]. A conceptual layered framework to protect
the power system from replay attacks without compromising
the availability of control and signal data was proposed in [27].
Furthermore, Li et al. [28] proposed a statistical process mon-
itoring approach based on five statistical metrics to realize the
detection and differentiation of replay attacks and equipment
faults in SCADA systems.

It is worth noting that the above research only considered
the noncolluding attacks but not the colluding attacks. Under
the colluding attack mode, the detected misbehaving units can
collaborate with some undetected “well-behaving” units by a
special protocol. This protocol can ensure that aforementioned
ordinary methods cannot isolate these abnormal units. Obvi-
ously, colluding attacks are much more difficult to be defended
than noncolluding attacks. Recently, a robust method based on
the distributed confidence level manager (DCLM) to detect and
eliminate colluding attacks has been proposed in [29]. Although
the designed robust method has gained some satisfactory re-
sults on dealing with the noncolluding attacks and colluding
attacks, this method needs to be further improved. First, the
DCLM-based method is developed based on a leader—follower
consensus algorithm, which cannot be implemented in a fully
distributed fashion. Second, the privacy-preserving aggregation
algorithm used in [29] is not sufficiently reliable, since it only
protects some information passed among the followers, but not
the global information received by the leader. Third, in [29],
the isolation process against misbehaving units is established
based on the “confidence level.” However, the definition of the
“confidence level” is unclear, whose value range is unknown.
Last but not least, the DCLM-based method cannot deal with
the scenario that the measurement of load data is attacked ma-
liciously. This flaw can be exploited by attackers to destroy the
energy supply—demand balance of the system. In addition, the
methods proposed in [18]-[29] are mainly suitable for mitigating
the impact of malicious cyber-attacks on the ED problem for
power systems. However, for the IES, more energy resources
from different energy networks are integrated, which is more dif-
ficult to be analyzed under diversified cyber-attacks. Until now,
little research has been documented to develop fully distributed
robust ED strategies for the IES against both noncolluding and
colluding attacks.

Mainly with the aforementioned inspirations, we design a
privacy-preserving protocol embedded into a well-developed
distributed algorithm, which can effectively prevent vital infor-
mation leakage. On this basis, we present a distributed robust ED
strategy to ensure the economic and stable operation of the IES
in the presence of various noncolluding and colluding attacks.
The main contributions of this article are shown as follows.

1) This article, for the first time, presents a fully distributed
robust ED strategy for the IES, which can resist both col-
Iuding and noncolluding attacks. The proposed strategy
fits well with the strong coupling characteristic of the IES
and possesses better dependability and less communica-
tion burden.

2) A privacy-preserving protocol is proposed to reduce the
potential of information leakage. It covers up some vital
updating information used for ED by injecting the time-
varying noise items, which further enhances the safety
and reliability of the ED process of the IES in a fully
distributed fashion.

3) The isolation process based on the reputation values of
communication links can effectively isolate the misbe-
having units from the communication network. At the
same time, by using a time-varying reputation coefficient,
this isolation process can dynamically adjust its tolerance
to transient network fluctuations to avoid misoperation or
inaction of the isolation mechanism.

4) By embedding the detection and correction mechanism
for local estimated energy mismatches, the proposed strat-
egy can defend against a special type of FDI attack, which
interferes with the execution of the distributed ED algo-
rithm by manipulating the measured load data, thereby
disrupting the multienergy supply—demand balance of the
system.

Il. PRELIMINARIES

The IES can be regarded as akind of multiagent system, where
each energy device is regarded as an agent. The energy devices
can be classified into three types: power-only device (POD),
combined heat and power device (CHP), and heat-only device
(HOD).

The objective function of the ED problem of the IES can be
expressed as follows:

min F=Fp+ Fc+ Fgy (1)
Fp= " F'G" =3 aipl) + il +% @
i€ENp i€ENp
Fo= Y FEWShE) =Y alpf)* + B
i€N¢g i€N¢g
+0:(h§ ) + 6:hf + eipf by 3)
Fy= Y FI0M) =3 a(ni? + bl + i (4
i€Ny i€ENg

where F'is the total operation cost of the IES; F;¥', F¢ and F
denote the cost functions of the i¢th POD, CHP, and HOD,

respectively; pf s pic s hic, and hfl denote the power generation
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of the ith POD, power generation of the ¢th CHP, heat output
of the ith CHP, and heat output of the :th HOD, respectively;
Np, N¢o, and N represent the sets of PODs, CHPs, and HODs,
respectively; and «;, 55, i, 05, 0;, and €; are the cost coefficients.

The ED problem of the IES is subject to a set of system
security constraints and operating constraints [30], which can
be further expressed as follows.

1) The power/heat supply—demand balance constraints

AP:ZPDi—ZpiP—ZPiCZO (©)

eV i€Np i€N¢g
AH =Y Hpi— Y hf =Y ni=0 (6)
eV ieNg ieNg

where Pp; denotes the local electrical load consumption
measured by the ith POD and CHP for some particular
districts, Hp; denotes the local heat load consumption
measured by the ith HOD and CHP for some particular
districts, AP is the total power mismatch, and AH is the
total heat mismatch.

2) The upper and lower output limits of the ith POD and
HOD

p; <pf <D, )
B < nf <) ®)

where the output of POD is limited by physical capacity
limits pf min and pf max> and due to the limited ramp rate
Di.ramp» the lower and upper output limits of the ith POD
can be expressed as th = max{pfmin,pfFl — Di ramp }
andpz}’?t = min{pfmaxﬂpftfl + piyrﬂmp}’respeaively;hf{
and Ef denote the lower and upper bounds of heat output
of the 7th HOD, respectively.

3) The power—heat operable domain constraints and ramp
rate constraint of the sth CHP

p{ (h) < pf < B (hY) ©)
REWE) <hE <h W) (10
_pgramp < piC:t - picjtfl < pgramp (1 1)

where pC(h€), B (hE). b (pF). and B (p) specify
the power—heat operable domain for the ith CHP with the
form of linearized functions; pgramp is the ramp rate limit
of the 7th CHP.

4) The physical transmission limits

12)
13)

where! € Np,,and N, is asetof the physical transmission
lines; p, .~ and Py i, denote the lower and upper bounds

Bl,line S Pl,line S ﬁl,line

By tine < hitine < Pt ine

of power transmission of the /th transmission line, respec-
tively; and ane and ﬁmine denote the lower and upper
bounds of heat transmission of the /th transmission line,
respectively.

The ED problem of the IES can be solved by using the
Lagrange multiplier method [6]. To be specific, the Lagrange
function is constructed as follows:

L=F+AAP+A\AH (14)

where A, and A, represent the Lagrange multipliers correspond-
ing to the equality constraints (5) and (6), respectively.

The optimal operation point of the IES is determined
according to the Karush—-Kuhn-Tucker (KKT) conditions
(see[Appendix A] [35]), from which we can obtain that A, is
equal to the power incremental costs (ICs). Similarly, A, is equal
to the heat ICs. In the following paragraphs, we directly use A,
and Aj, to represent the power ICs and heat ICs, respectively.

[ll. PROBLEM DESCRIPTION
A. Fully Distributed ED Algorithm

According to the knowledge of graph theory (see [Ap-
pendix B] [35]), we define two matrices M, N € R™*"™ associ-
ated with the communication network topology G = {V, E, A}
as follows:

Hi jEN; andj #i

di+1’
mi =9 e =i (15)
0, otherwise
aij - A
= i € N; and i
a7 i 4 J# 6
N, = — 1 =
] dj+1’ .7
0, otherwise

where df =3 jeN+ i denotes the sum of weights of the
edges between unit 4 and its in-neighbors, and d; = > ;.- aji
denotes the sum of weights of the edges between unit j and its
out-neighbors.

Assumption 1: The nonzero elements of the matrix M satisfy
o <m;; < 1,where0 <o < mini{l/(d;L + 1)}. The nonzero
elements of the matrix N satisfy opmin < 75 < Omax, Wwhere 0 <
Omin < minj{l/(d; + 1)} and gmax < 1.

It is not very difficult to verify that M is a row-stochastic
matrix and N is a column-stochastic matrix.

In this article, a well-developed fully distributed ED algorithm
in [31] is expanded to the form of (17)—(19). By embedding the
vector representing the power—heat coupling characteristics of
the IES, two sets of consensus protocols with four consensus
variables are established in (17) and (19), respectively. These
consensus protocols are used to calculate the power and heat
ICs and obtain the coupled power generation and heat output,
thereby further estimating the local power and heat mismatches.
Moreover, by using these consensus protocols, each unit only
needs to exchange updating information with its neighbors. In
this way, the dynamics (17)—(19) can be specifically expressed
as follows:

1) The first consensus protocol

Ak +1) = Mi(k) +ny(k)

where & = [A]" A5 A AT represents the column stack vec-

tor of all the ICs; A, = [A], AS] represents the power ICs

a7
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of PODs and CHPs, A, = [A{,AH]T represents the heat ICs
of CHPs and HODs, 7 is the convergence coefficient, which

is a sufficiently small positive constant, M = []\04 ]\94] is a
~ M’ﬂl an
dat ighti trix, where M =
consensus update weighting matrix, where [~ M{f; M"’]
n 2
and M = [%m %n |, where subscript/superscript n; refers to
no no

PODs, n, refers to CHPs, and nj refers to HODs (e.g., Mﬁf
represents the connection information of the edges between
PODs and CHPs).

2) The power generation and heat output

z(k+ 1) = Zr(k + 1) + B(p®, h%)
C hC hH]T

(18)

column
Z0
0Z ;1=
diag(z]', Z5, Z, Z) is a block matrix consisting
of cost coefficients; it can be further defined as
7z} = diag(1/20;),i € Np, z§ = diag(1/20;),i € Ne.
Z¢ = diag(1/20;),i € N¢, ZF = diag(1/2q;),and i € Np;
B(p©,h®) = [BF, BS(hC), Bf (P), BT is the vector
representing the power—heat coupling characteristics
of the IES, where BZI: is the column vector form of
Bi/20i,i € Np, BS(hY) is the column vector form of
(e:h€ + Bi)/2a4,i € N, BS (p©) is the column vector form
of (e;p¥ + 6;)/20;,i € N¢, and Bf is the column vector form
ofﬂz/Zaz,z € NH
3) The second consensus protocol

the
Z =

represents

where z = [pF,p

stack vector of the energy outputs;

y(k+1) = Ny(k) — (z(k + 1) — z(k)) (19)
where y = [y}},D , ypc , yg, yf ] represents the column stack vec-
tor of the local estimated energy mismatches; N = [](\)7 ]%] is

- , o (NmNm
a consensus update weighting matrix, where N = [ . ']
N}fz N’ e

N Npe

and N = [N’“ anz]

The comp0s1te system of (17)—(19) can be rewritten as
Ak+1) | M nl [ Ak)| 0 20)
y(k+1)| | Z(I-M) N—nZ || y(k) AB(k)
where AB(k) = [0 Ap©(k) ARY(k) 0]T isatime-varying
vector satisfying limy_,, AB(k) = 0, and there exists a con-
stant p such that 3,7 o | AB;(k) |< p.
In this article, the initial values of ICs and energy outputs are

capable to be any feasible values, and the local estimated energy
mismatches are initialized as follows:

yzf)z(o)iPDi (0) 1€ Np
(j
’L( ) Pp; — (0) i1 € No 21
yhz( ) HDl_h?(O) ZGNC.
uili(0) = Hpi — hi1(0), i € Ny

Theorem 1: If the communication topology is strongly con-
nected, and the initial values of variables satisfy (21), then

the convergence point of the algorithm (20) satisfies the KKT
optimality conditions. The consensuses of Lagrangian variables
Ap and Ay, are reached, respectively. Furthermore, the variable =
converges to the optimal solution of the ED problem (1) under
the constraints (5)—(13) (see[Appendix C] [35] for proof).

As a result, on the premise that the conditions in Theorem 1
are satisfied, the algorithm (17)—(19) can be applied to solve the
ED problem of the IES.

B. Privacy-Preserving Protocol

The execution of the distributed ED algorithm requires the
exchange of updating information among units, which may
increase the risk of private information leakage, because this
information is usually transmitted over unprotected communica-
tion links. Generally speaking, malicious attackers can prepare
for their further attacks according to this private information
collected. To solve this problem, as the first line of defense
against attacks, a privacy-preserving protocol is proposed in this
section. The time-varying noise items 7* (k) and r¥ (k) are added
into the algorithm (20) to conceal the vital updating information
used in the ED process of the IES. Then, the algorithm integrated
with the privacy-preserving protocol can be reformulated as
follows:

] - L™ ] 2]

B [AE?@)} " Hiiiﬂ |

Theorem 2: As long as the added noise terms and a sufficiently
small constant 7 > 0 satisfy the following conditions:

k
Z |<TZ|T \<T}}g&22¢f(ﬂz

k=0 t=0 iV
then we can obtain that the convergence point of the algorithm
(22) satisfies the KKT optimality conditions (see [Appendix D]
[35] for proof).

Remark 1: Tt is worth noting that the added noise items
satisfying certain conditions will not affect the final convergence
results of the distributed algorithm (22). Moreover, according
to Assumption 2 (see[Appendix D] [35]), the above conditions
always hold. As a result, the distributed units can carry out
this distributed algorithm to solve the ED problem without
deciphering the critical information amongst added noises. By
embedding the privacy-preserving protocol, this distributed al-
gorithm can enhance the safety and reliability of the ED process
of the IES.

(22)

C. Attack Effect on the ED of the IES

In this section, we use the noncolluding replay attack as an
example to describe the harmful effect of cyber-attacks on the
ED of the IES.

Because the implementation of replay attacks is to make com-
promised units repeatedly send wrong information to the whole
communication network, the term on the left-hand side and the
first term on the right-hand side in (22) can be reformulated as
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follows:
Am(k—+1) dom (k)
Ay (k+1) A ()
=T 23
ym(k+1) ym(k) 23)
Yu(k+1) Yu (k)
1, 0 0 0
_ My, M, 0 ure
where T = 0 0 I, 0
(Z(I*M))m Zw (Iw*Mw) (N*T}Z)m Nw*nZw;

and the vectors and matrices with subscript m refer to the
misbehaving units caused by attacks, the vectors and matrices
with subscript w refer to the well-behaving units, and [
represents the identity matrix with appropriate dimension.

The convergence result of (22) under replay attacks depends
on the convergence result of (23), which is analyzed and pre-
sented as follows:

Ain = Ams Uy = Ym

)‘fuiA;)I [7731;1{(2([ - M))m + Zme}

+ My BN —nZ)w][ 2 ym]”

Yo=Boy (21~ M)+ ZMyy (N—1Z)][ M5
where A, = I, — M, By, = I, — Ny.

The above convergence results mean that the ICs and local
estimated power/heat mismatches of well-behaving units con-
verge to the stable vector space spanned by [A:, v ]7, ie.,
the power/heat supply—demand balance constraints cannot be
satisfied, and the consensuses of variables A associated with the
well-behaving units cannot be achieved.

The above analysis uncovers the purposes of cyber-attacks
in the IES. It is easy to conclude that the convergence point of
the distributed ED algorithm under replay attacks is altered. In
other words, the operation point of the IES is no longer the most
economical, i.e., each energy device cannot keep the optimal
output that minimizes the total operation cost of the system.
More importantly, the power/heat supply—demand balance is
destroyed, which undermines the stability of IES operation.
Similarly, the economic and stable performance of the IES is
damaged under DoS attacks [23] and FDI attacks [18]. To solve
this problem, it is necessary to propose a robust ED strategy to
mitigate the effect of attacks on the system performance.

Y 1"

IV. DISTRIBUTED ROBUST ED STRATEGY AGAINST
CYBER-ATTACKS FOR THE IES

A. Detection Process

Detection of cyber-attacks needs to introduce the observation
subnetwork, which is added to the communication network, as
shown in Fig. 1. Inspired by the neighborhood watch mech-
anism [32], the observation subnetwork is established on the
basis of the communication network. It worth noting that the
communication network engages in the ED by transmitting the
updating information in (17) and (19), but the observation sub-
network only transmits the attack detection results and monitors
the behavior of neighbor units. Thus, the observation subnetwork
does not engage in the ED of the IES.

Let the graph G’ = {V, E'} model the observation subnet-
work topology, where the edge set E’ depends on the topology

—— Communication links
Observation links

(@ (b)

Fig. 1. Topologies of the communication network integrated with the
observation subnetwork. (a) Ideal communication network. (b) Isolating
misbehaving unit g4.

of the communication network as follows:

E' ={(i,j)Vj € N} ,Yie N;,YoeV}.  (24)

According to the definitions of graphs G and G’, it can be de-
duced that other than sending its own updating information, each
unit also relays all the updating information of its in-neighbors
to its out-neighbors. Thus, each unit can receive the information
of its two-hop neighbors and utilize these information to detect
cyber-attacks. Furthermore, for each unitv, v € V, the detection
results can be delivered from any of its out-neighbors to any of
its in-neighbors through the observation subnetwork.

To describe the neighbor-observe-based detection process
proposed in this article, we use units ¢, j, and v as an example.
According to Assumption 1 and algorithm (20), unit 4,7 € N,
can estimate the rational bounds of the updating information of
unit v in the next iteration, which can be further expressed as
follows.

1) The rational bounds of the local estimated energy mis-
matches of unit v in the next iteration

yP(k+1) = > YT (y(k) + L (k, R) (25)
leN;t

YoV (k41) Z Y~ (y(k)) — Y(k, R) (26)
leNf

where Y (k, R) is a detection threshold function, which is de-
termined by the iterations k£ and R, where R is a public pa-
rameter denoting the maximum value of the ramp rate limits of
various energy equipment. The function satisfies Y (k, R) > 0
and limg_, Y(k, R) = 0. The function Y+ (a) is defined as

(a) = omaxa when a > 0, otherwise Y (a) = gmina. While
Y (a) is defined as Y (a) = gmna when a > 0, otherwise
(

B a) = Omax Q-
2) The rational bounds of the ICs of unit v in the next iteration
AP(k4+1) = > k) +[1—a( N |

LEN L (k)

— | L3 (k) DA (k) + nyo (k) (27)
AV(k+1) = > k) +[1—a(| NS |
lEN L min (k)
— | L™ (k) DA™ (k) +nyw (k) (28)
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where A" (k) = max{r;(k)|Vl € N} and AMn(k) =
min{a(k)V1 € N} L (k) = {if(k) = A2%(k)} and
LI (k) = {1](k) = A1 (k)}.

Based on this, the general idea of the detection process is
expounded as follows.

Step 1: At iteration k, unit ¢ estimates the rational bounds of
Y (k + 1) according to (25) and (26).

Step 2: Unit i compares the estimated feasible range of y,, (k)
with the received actual value of that. If y!°V(k) < y, (k) <
yo (k) is satisfied, go to step 3; otherwise, unit v is judged to be
misbehaving; go to step 5.

Step 3: Unit 4 estimates the rational bounds of A, (k + 1)
according to (27) and (28).

Step 4. Unit i compares the estimated rational range of A, (k)
with the actual values of that. If A1°V(k) < A, (k) < A7 (k) is
satisfied, unit v is judged to be well-behaving; otherwise, it is
judged to be misbehaving. In particular, if the estimates A1 (k)
and Ay’ (k) are absent, unit v is judged to be misbehaving directly.

Step 5: Update the detection result variable d,, (k) of unit v as
follows:

1, unit v is well-behaving

0, otherwise (29)

4 ={

Then, d, (k) is delivered from unit i to unit j, j € N, through
the observation subnetwork, and all the neighbors of unit v
will activate the isolation process (the details are shown in the
following sections).

Step 6: Let k = k + 1; repeat steps 1-5.

Remark 2: The detection process proposed above needs to
detect variables y and A. Thus, more computation burden arises
from calculating the estimations and performing the validation,
itis necessary to consider the tradeoff between additional burden
and security requirements. To solve this problem, a conditional
discrimination mechanism is introduced in this detection pro-
cess. Note that each unit detect y first according to (25) and
(26), and X will be detected according to (27) and (28) if and
only if y is considered to be safe. This detection mechanism
reduces the computation burden and saves the memory space of
system. Compared with literature [29], where only variable A is
selected to detect, the detection process proposed in this article
is more comprehensive and implemented in a fully distributed
fashion.

B. Isolation Process of the Misbehaving Units Caused
by Noncolluding Attacks

In this section, an isolation process against the misbehaving
units is proposed. First, a counting rule is defined as follows:

Tk —1)+1, dy(k) =1

Ty (k — 1), otherwise (30)

Tiv(k) = {

where T, (k) denotes a counter, and its initial value is set
to T;,(0) = 0. Simultaneously, unit j also update the counter
T (k) with (30) according to the detection result d, (k).

Then, an auxiliary variable named reputation value is defined,
which is used to adapt the distributed ED algorithm. The repu-
tation value rep,, (k) is calculated as follows:

WkEU (k) + 1

1
wrk +1 GD

rep;, (k) =
where wy, > 0 is a time-varying parameter named reputation
coefficient, which is used to dynamically adjust the rate of adap-
tion. The reputation value rep,, (k) satisfies 0 < rep,, (k) < 1.
If a unit is always well-behaving, its reputation value will
be equal to 1; otherwise, the reputation value will gradually
decrease from 1. We assume that the existence of communica-
tion links among the units depends on their reputation values.
Consequently, the elements of M used in the distributed ED
algorithm (20) vary with the principle as follows:

e,
ZleNj [repy; (k)}:gp/“

where rep), is the threshold of reputation value satisfying o (]
N | =1)/(1 — o) < rep, < 1.Combined withwy,, rep’,, is in-
troduced to tolerate transient miscommunication of information
caused by network fluctuations. It worth noting that this isolation
process can dynamically adjust its tolerance to transient network
fluctuations to avoid misoperation or inaction of the isolation
mechanism. Similarly, the elements of N used in (20) vary with
the reputation value rep, ;. The function [a]g' is defined as

mi?)(k)

(32)

a>b

+ _ a,
laly = {O, otherwise (33)

When the reputation values of all the communication links
connected to the misbehaving units drop below the threshold,
the misbehaving units are isolated from the communication
network, as shown in Fig. 1(b).

Remark 3: By setting the variable d,(k), although the in-
neighbors of the misbehaving unit are not engaged in the
attack detection, they can also identify the misbehaving unit
and activate the isolation process. It means that the detected
misbehaving units can be isolated from the communication
network completely, which also prevents attackers from sniffing
crucial information through the medium of misbehaving units.
The safety and reliability of the system are further improved.

Remark 4: 1t is worth noting that the isolation process (30)—
(32) cannot physically disconnect the misbehaving units from
the physical network, which only occurs on the communication
network. It means that the misbehaving units continue to supply
local power/heat demand although they are isolated from the
communication network entirely at iteration k; meanwhile, their
local estimated power/heat mismatches are set to zero. Then, the
well-behaving units remeasure the load consumption for some
particular districts and re-estimate the local energy mismatches
with the correction rules (21). Therefore, the remaining well-
behaving units continue to implement the ED process, and the
multienergy supply—demand balance of the IES can be satisfied
ultimately. It means that the detection and correction mechanism
for local estimated energy mismatches can avoid the possibility
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Misbehaving unit v Misbehaving unit y
\

Attacks \

Colluding unite Colluding unit ¢~

(a) (b)

Fig. 2. Diagrams of the isolation of colluding attacks. (a) Misbehaving
unit g2 colludes with g3. (b) Isolating misbehaving unit g2 and g3.

that the attackers use the damaged load data to disrupt the
multienergy supply—demand balance of the system.

C. Isolation Process of the Misbehaving Units Caused
by Colluding Attacks

The isolation process in the previous section can effectively
prevent the further impact of noncolluding attacks on communi-
cation. However, the colluding attacks cannot be isolated by the
above process because of their special trait. Under the colluding
attack mode, for example, the misbehaving unit v sends the
colluding request to its out-neighbor ¢, ¢ € N, an undetected
“well-behaving” unit. Then, the colluding unit ¢ deliberately
deactivates the isolation process even if the abnormal behavior of
unit v has been detected, as shown in Fig. 2(a). If the misbehaving
units are still connected with their colluding units, the false
information can be propagated to the whole communication
network. Therefore, we propose an additional isolation process
against the colluding attacks as follows:

Step 1: When the misbehaving unit v has been isolated by its
neighbors with the isolation process (30)—(32), update the matrix
F (k) = [fi;(k)]"™*™ to record the connection information in the
observation subnetwork as follows:

Fo ={ g Gl

0, otherwise ° (34)

Step 2: If there is at least one nonzero element in the vth
row of the matrix F'(k), it means that the misbehaving unit v is
not completely isolated, i.e., there are colluding attacks in the
communication network. Unit ¢ can be judged to be the colluding
unit of v easily, and it is considered to be a misbehaving unit.

Step 3: The result of the judgment on unit c is sent by its out-
neighbors to its in-neighbors, and the isolation process (30)—(32)
is carried out to isolate it.

Step 4: Repeat steps 1-3 until all the misbehaving units
caused by colluding attacks are isolated from the communication
network, as shown in Fig. 2(b).

Remark 5: The proposed isolation process can effectively
prevent the further impact of colluding attacks and noncolluding
attacks on communication. In addition, we assume that once
cyber-attacks disappear, any disconnected communication link
caused by the isolation process will be recovered into connected
state by a restoration process. The restoration process is the
inverse process of the isolation process; it will not be detailed
here for the sake of convenience.

The distributed robust ED strategy proposed in this article
includes the detection and isolation process, which is applicable
to mitigating the impact of various cyber-attacks on the ED of
the IES. If the communication network topology is still strongly
connected, Theorem 1 still holds, and the consensuses of vari-
ables X and y associated with the remaining well-behaving units
can be reached ultimately. As a result, the acceptable suboptimal
solution can be obtained for the ED problem of the IES under
various cyber-attacks, and the multienergy supply—demand bal-
ance can be guaranteed.

V. SIMULATION EXAMPLES

Simulation examples are performed on a power-heat IES
inspired by the Barry Island case studied in [2]. The simulation
test platform is builtin the MATLAB environment. The proposed
distributed robust ED strategy is implemented on a computer
with Intel Xeon E-2186M (Six Core Xeon 2.90 GHz, 4.80-GHz
Turbo, 12 MB 45 W) and 64-GB memory. This test system
consists of a 39-bus power system and a 32-node heating system;
its configuration and communication are shown in [Fig. E1, Ap-
pendix E] [35]. The communication mode adopted in this article
is point-to-point mode. Meanwhile, multiple communication
protocols are available, such as the Ethernet TCP/IP, ZigBee
over IEEE 802.15.4, and Bluetooth over IEEE 802.15.1. The
parameters of the energy units that make up this test system are
listed in [Tables E1- E4, Appendix E] [35]. The total power
demand is set to 600 kW, and the total heat demand is set to
700 kW. The convergence coefficient 1 in (20) is set to 0.005.
Moreover, the thresholds of the reputation value of communi-
cation links are shown in [Table ES, Appendix E] [35]. In the
interval k € [0500], the reputation coefficient wy, in (31) is set
to the following form:

0.1, k€10,20]
wr = ¢ 0.085, k € [20100].
0.05, otherwise

A. ED Under Ideal Communication Conditions

The convergence results of the dispatch system under ideal
communication conditions are shown in Fig. 3. Without the
interference of cyber-attacks, the power ICs of all the devices
converge to A, = 33.72403/kWh and the heat ICs converge to
An = 22.85138/kWh, as shown in Fig. 3(b). Furthermore, the
power/heat supply—demand balance of the IES is achieved ulti-
mately, as shown in Fig. 3(a). Obviously, the optimal solution of
the ED problem can be obtained under the ideal communication
conditions. This simulation case serves as a reference for the
following simulation examples.

B. ED Under Noncolluding Attacks

This case investigates the scenario that the ED of the IES is
performed under noncolluding attacks. Assume that at iteration
k = 20, units 3 and 9 are subject to noncolluding replay attacks
simultaneously.

The convergence results of the dispatch system without any
robust strategy are shown in Fig. 4. As shown in Fig. 4(b), the
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of each unit. (d) Power/heat output of each unit.

power/heat ICs cannot reach consensuses. As shown in Fig. 4(a)
and (c), the local estimated energy mismatches cannot converge
to zero, and the multienergy supply—demand balance of the
IES is destroyed by noncolluding attacks. The correctness of
theoretical results with respect to the effect of attacks on ED is
verified. In comparison, the convergence results of the dispatch
system with the proposed robust strategy are shown in Fig. 5. It
can be obtained that the misbehaving units 3 and 9 have been
isolated at iteration k£ = 40, and the remaining well-behaving
units continue to execute the distributed ED algorithm. As shown
in Fig. 5(c), the trajectories of y fluctuate at iteration k = 40. Itis
not difficult to infer that this is because the local estimated energy
mismatches of units 3 and 9 are set to zero, while the remaining
well-behaving units re-estimate their power/heat mismatches for
some particular districts. Ultimately, the power ICs of remaining
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Fig. 5. Convergence results of the dispatch system with robust strat-
egy under noncolluding attacks. (a) Total power/heat output and load
demand. (b) Power/heat IC of each unit. (c) Power/heat mismatch of
each unit. (d) Power/heat output of each unit.

well-behaving units converge to A, = 33.99463/kWh and the
heat ICs converge to ., = 23.1570%/kWh as shown in Fig. 5(b),
which is an acceptable suboptimal solution of the ED problem of
the IES. Furthermore, the power/heat supply—demand balance of
the IES can be achieved under noncolluding attacks, as shown in
Fig. 5(a). The above analyses show the effectiveness of the pro-
posed robust strategy in mitigating the impact of noncolluding
attacks on ED of the IES.

C. ED Under Colluding Attacks

This case investigates the ED problem of the IES under non-
colluding attacks. Two methods of attack isolation are adopted:
one is an ordinary isolation strategy in [17], and the other is the
robust strategy proposed in this article. Assume that at iteration
k = 20, unit 3 is subject to replay attacks, and it colludes with
unit 2.

Fig. 6 shows the convergence results of the dispatch system
with the ordinary isolation strategy; it can be observed that
misbehaving unit 3 cannot be entirely isolated from the commu-
nication network. As aresult, attacks continue to affect the ED of
the IES. By contrast, Fig. 7 shows the convergence results of the
dispatch system with the robust strategy proposed in this article.
It is not difficult to observe that unit 3 has been partly isolated
at iteration &£ = 40. Then, at iteration k¥ = 50, units 2 and 3 have
been both entirely isolated, and their local estimated energy mis-
matches are set to zero while the remaining well-behaving units
re-estimate their power/heat mismatches for some particular
districts, as shown in Fig. 7(c). Ultimately, the power ICs of re-
maining well-behaving units converge to A, = 34.1700$/kWh
and the heat ICs converge to A, = 22.9199% /kWh, as shown in
Fig. 7(b). The power/heat supply—demand balance of the IES
is achieved, as shown in Fig. 7(a). In other words, the impact
of colluding attacks on the economic and stable performance of
the IES is mitigated, and an acceptable suboptimal solution of
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the ED problem can be obtained. The above analyses show the
effectiveness of the robust ED strategy against colluding attacks.
Furthermore, according to Fig. 7(d) and the convergence point
of heat ICs, it can be observed that energy changes in the power
system can also affect the heating system. The strong coupling
characteristic of the IES can be reflected in the implementation
of the robust strategy proposed in this article.

D. Attackers Use the Damaged Load Data to
Disrupt the ED

In this case, a special type of FDI attack is considered. Instead
of directly damaging the communication links or disturbing the
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Fig. 8. Convergence results of the dispatch system with robust strat-
egy under FDI attacks. (a) Total power/heat output and load demand.
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(d) Power/heat output of each unit.

data transmitted on them, this attack affects the local variables of
aunit, i.e., the measured load data. Assume that unit 9 is subject
to FDI attacks at iteration k = 20 until £ = 50, during which the
false load measurement value continuously uploaded by unit 9
is 80 kW. This causes the local estimated heat mismatch of unit
9 to be updated with /7o (k) = 80 — hdl (k).

The convergence results of the dispatch system without any
robust strategy is shown in Fig. 8(a) and (b). As shown in
Fig. 8(b), the consensuses of power ICs and heat ICs are
reached, respectively. However, as shown in Fig. 8(a), the heat
supply—demand balance of the IES is destroyed by attacks, and
there is a big gap between the heat supply and demand. By
contrast, the convergence results of the dispatch system with the
proposed robust strategy are shown in Fig. 8(c) and (d). It can be
obtained that misbehaving unit 9 has been isolated at iteration
k = 40; then, its local estimated heat mismatch has been set to
zero, and the remaining well-behaving units re-estimate their
power/heat mismatches. Ultimately, the power ICs of remaining
well-behaving units converge to A, = 33.91528/kWh, and the
heat ICs converge to consensus A, = 23.8473%/kWh, as shown
in Fig. 8(d). Moreover, the power/heat supply—demand balance
of the IES is satisfied, as shown in Fig. 8(c). It means that
an acceptable suboptimal solution of the ED problem can be
obtained. The intention of attacks is destroyed, and the impact
of attacks on the economic and stable performance of the IES
is mitigated. The above analyses show the effectiveness of the
robust ED strategy against the special type of FDI attack.

VI. CONCLUSION

This article proposed a fully distributed ED strategy for the
IES, which is robust against various noncolluding and colluding
attacks. First, a privacy-preserving protocol was designed for
covering up some vital information used for ED of the IES.
On this basis, by using the neighbor-observe-based detection
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process, the misbehaving units caused by cyber-attacks can be
effectively detected. Then, the misbehaving units were isolated
by their neighbors with the reputation-based isolation process,
so that the remaining well-behaving units can still accomplish
the ED. Finally, the effectiveness of the proposed strategy was
illustrated by the simulation cases implemented on a power—heat
IES. Research on robust ED strategies against cyber-attacks is
of great significance to enhance the stability and guarantee the
economic operation of the system.

Based on the above analyses, the robust strategy proposed
in this article can be abstracted as an attack-robust framework,
which includes the detection and isolation process. In the future,
we would like to take into account nonconvex and more physical
limits and more distributed algorithms and further extend the
application of this attack-robust framework in other multiagent
systems. In addition, we will further study the ED problem of
the IES with multi-time-scale characteristic under cyber-attacks,
which possesses more practical values and more challenging
theoretical difficulty.
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